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ABSTRACT

The SCION Next-Generation Network (NGN) architecture has ex-
panded steadily since 2017, with today 20+ ISPs oftering SCION con-
nectivity. In production, IP-to-SCION-to-IP translation by SCION-
[P-Gateways (SIGs) is used, such that applications are unaware
of the NGN communication. To accelerate innovation and deploy-
ments, our aim is to increase the number of native SCION use cases,
where the application is fully SCION-aware and optimizes com-
munication across all path choices oftered by the network. We set
out to achieve two core objectives: (1) facilitating simple native
connectivity for applications, and (2) enhancing the scalability
of SCION deployment at academic sites.

With these goals in mind, we built the SCION Education, Re-
search, and Academic (SCIERA) network infrastructure. This paper
presents key lessons learned from the SCIERA deployment, which
we anticipate will offer actionable insights to researchers, network
operators, and system builders seeking to overcome practical chal-
lenges also for other NGN deployments. We report on establishing
native SCION connectivity at research and education institutions
that can reach 250,000 people across five continents, without relying
on BGP. Our evaluation demonstrates that our core objectives were
reached. Today, the SCIERA deployment offers tangible real-world
benefits to users by providing rich global connectivity through a
multitude of inter-domain paths.
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SCION Research and Education Network
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SCIERA Evaluation - Connectivity & Multipath
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CDF of ping latency for SCION and IP

RTT median | 6.9% vs IP (160.9 — 149.8 ms)

« 265M ping measurements
— Dataset publicly available

90th percentile RTT | 23.7%
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SCIERA Evaluation — Connectivity & Multipath
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Challenge: Many Options!

= Observation: hundreds of path choices
= SCION further offers large diversity of path options
» Best effort
» Hidden paths
* Hummingbird
= Research challenge: what should application optimize for?
* Optimization per flow or even per packet?

» Example of per-packet arrival deadline control: DMTP by
Tony John @ OvGU
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Next-Next Generation Network: SCION + SOPHIA
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Al-Powered SCION:
Multi-Criteria Path Optimization
=  Optimizing path selection considering application-specific
performance criteria
» Latency-optimized paths: Web, VolP, DNS traffic, gaming

» B/W-optimized paths: streaming traffic, bulk transfer
» Jitter-optimized paths: mission-critical traffic

=  Multi-criteria optimization

» Some applications seek paths jointly optimized for
different network criteria

» Deep-learning based inference models

ETH:zlrich SCION



SCION support for Al

= Optimize distributed
training, potential cost
reduction

= |Low-latency and high-
availability access to
inference engine

= Control of information
disclosure through
geofencing

= Bandwidth guarantees for
learning / model
downloads / inference with
Hummingbird

ETH-urich

AIC D SCION: Synergies

Al support for SCION

Link metric prediction
(latency, bandwidth, jitter,
loss)

Prediction of application
network needs (bw
distribution, connection
duration, metric to optimize)

Optimization for path
selection

Code generation: application
code update for transition to

SCION

SCGION



Native SCION Adoption

Happy
Eyeballs

QUIC(-MP)



SCION-enabling Applications

For developers

» Drop-in socket libraries

» Typically < 20 lines of code to SCION-
enable application (e.g., netcat) @ The Rust
Programming

» Caddy < 100 lines of code Language

@ python’

ETHziirich SGION

» Application library will perform .!_{) Java
bootstrapping, even without any =
installed prerequisites in OS



IPv6 paves the way for native SCION

2001:67¢c:10ec:254::216

IPv6 \

129.132.19.216

ethz.ch

Happy Eyeballs
Requests

SCION 64-2:0:9,[129.132.19.216]

QUIC-MP library can use all (SCION) paths at the same time!
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Ambition

SCION as a core connectivity
technology next to IPv4 and IPv6
available on hundreds of millions of
devices within 3-5 years

Steps to reaching this goal
= Specification, standardization

= Avallablility of native connectivity
= Extension of QUIC and HE libraries

Call for help: we can reach this as a
community!
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Posters and Demos (not to miss)
= Clockwire (Marc Frel): secure global time

synchronization

= SCION browser plugin (Francois Wirz): native SCION
access from Brave, Chromium, Opera

= Hummingbird global QoS (Juan Garcia, Karl Wust):
bandwidth marketplace
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