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The Internet- the most powerful, most used, most
attacked, fastest growing network for critical applications

Internet keeps growing at an evencreasing With lack of alternatives, critical
pace while attacks are getting easier & Infrastructures have become dependent
cheaper to execute on the Internet

Swiss website hit by DDoS attack aheadZaflenskiy _ _ _
video address Financial services Energy

ByReuters| June 12, 2023 12:18 PM GMTg¢Ppdated a year ago
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https://www.reuters.com/world/europe/swiss-websites-hit-by-ddos-attack-ahead-zelenskiy-video-address-2023-06-12/

20 major cyberattacks that targeted critical
Infrastructure In 2023 and 2024

11.Transportation System Ransomware (Sweden)

Colonial Pipeline Ransomware Attack (USA)
Water Treatment Plant Hack (USA)

Hospital System Ransomware (USA)
Energy Grid DDoS Attack (Global)

Railway System Hack (Germany)

Airport Cyber Breach (USA)

Healthcare System Attack (Australia)
Telecom Service Outage (Denmark)
Nuclear Plant Cyber Intrusion (USA)

10. Oil Refinery Cyber Attack (Middle East)
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12.
13.
14.
15.
16.
17.
18.
19.
20.

Financial Institutions Hack (Kenya)

Gas Supply Chain Breach (Europe)

Defence Contractor Cyber Attack (USA)
Smart City Infrastructure Hack (China)
Healthcare Data Breach (UK)

Chemical Plant Malware Attack (Russia)
Electricity Grid Ransomware (South America)
Smart Grid Malware (USA)

Defence Infrastructure DDoS (Canada)

Source: Manufacturing.ne€ SIS ndustrial Cyber



https://www.manufacturing.net/cybersecurity/news/22918903/report-attacks-surge-with-critical-infrastructure-under-siege
https://www.csis.org/programs/strategic-technologies-program/significant-cyber-incidents
https://industrialcyber.co/features/us-critical-infrastructure-sector-faces-cyber-threats-surge-in-2023-calls-for-urgent-action-enhanced-measures/

The gigantic unprotected and unrec
plants in the cloud

"Dutch hacker takes
control of 4 million solar
panel installations.”

ANAPAYA



Internet of Things (loT)
dangerous growth factor

Charging stations, solar panels, wind
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Source: 10T Analytics, Statista




DDoS attacks have been increasing in frequency
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Where and how are we attacked?

The four main service classes:

— Incoming Connections
Tocritical services like an-Bhop or remote

— access for home office to an ERP system etc.
ERP System Mail WWW
Eshop to non-critical services like the corporate
WAF/IDS website.
SRS Al e using the Internet as a corporate network
to connect subsidiaries or partner sites.
Thirdparty
companies or WWW
subsidiaries To use information websites, and cloud
services, accessible through Internet
connections
Internet Corporation
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Attack Costs vs. Defence Cosgtan unfortunate trend

=

Remote access

gateway
=2 ERP System
E-shop
WAF/IDS WAF/IDS

Third-party
companies or
subsidiaries

Internet @ security Tech @ cCorporation
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Mail GW

Cloud Services

WWWwW

A corporate
enterprise uses
on average

(0)
protect itself in
the cyber space.



Growing size of the Internet is resulting in more

ZeroR | @ Q& X

Specific incidents:

A CiscoASA and FTD (GZ82320269): Ransomware
attacks, exact user count not specified.

A Ivanti VPN (C\A202346805, CVE202421887):
Exploited by natiorstate attackers, exact user
count not specified.

A Fortinet FortiOSCVE202327997): Heabased
buffer overflow, exact user count not specified.
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Continued security issues and attacks affecting
numerous organizations and users.

A Palo Alto NetworksPANOS (C\A20243400): Command
injection, actively exploited.

A Cisco ASAnd FTD (CVED2420353, CVE202420359):
Control over affected systems through targeted attacks.

A Ivanti VPN (C\42024-21887): Exploited by natiestate
attackers, exact user count not specified.

A OpenVPNZeroDay Vulnerabilities (CVID2427903,
CVE202427459, CVR202424974). Allowed remote
code execution and privilege escalation, impacting
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An Internet service sees 30k scans / 1k attaclday!

Internet

— B

100,000

System

E-shop

Mon Apr 10 Mon Apr 24 Mon May 8Mon May 22 Mon Jun 5 Mon Jun 19

2023

Mail GW

WAF/IDS

Total 8,837,232

Cloud Services

Internet

100,000

10,000

WWW

WAF/IDS

Third-party
companies or

subsidiaries

&/

MonJan9 Mon Jan 23 Mon Feb 6 Mon Feb 20 Mon Mar 6

Total 85,895

2023

Corporation

@ Security Tech

Internet
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1 VPN Zero dayh

WAF/IDS WAF/IDS

Third-party
companies or
subsidiaries

Internet
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On 2024, azeroday
vulnerability on Ivanti remote access
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Active Exploitation of VOLEXITY // INTELLIGENCE

Two ZereDay Active Exploitation of Two Zero-Day
T : ; Vulnerabilities in Ivanti Connect Secure VPN
Vulnerabilities in Ivanti SR S
* Two zero-day vulnerabilities chained together —*
Connect Secure VPN to allow unauthenticated RCE
* Attackers modify legitimate files on VPN
January 10, 2024 devices, enabling keylogging & remote access
* Compromised VPN devices used to pivotinto 7
By Matthew Meltzer, Robertian Mora, internal networks and exfiltrate data 2
SearKoesselSteven Adair, Thomas Lancaster .. .. .- Sl .

Cloud Services ~ BY at leastl,700corporates

were reportedto be compromised

R R VOLEXITY / INTELLIGENCE
VPN Ex p|oita_ti on Ivanti Connect Secure VPN Exploitation Goes Global. - ¢

% o
* Volexity identifies over 1,700 compromised o0’
Goes Global Ivanti Connect Secure VPN devices worldwide| @, ¥ g

* Victims spread across nearly all verticals,

January 15, 2024 including military, defense, government, ., (0
financial & technology ’
* Webshell with unique key per victim observed ° |
ByCenGurkok PauRascagneresSean A = & P°R
KoesselSteven Adair, Thomas Lancaster * Vulnerabilities exploited by multiple threat actors 3
y oY




SCION; the next Generation Internet solving the root causes

Governance Control the exact Security Be in control who gets the  ResilienceUse several pathat
route your data will travel routing information to your service the same time for one session

The Internet The SCION Internet
Traveling with a compass. Traveling with a GPS.
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