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Benefits of a SCION Connection
Security: Authenticated control plane and resilience against path hijacks.

Stability: Native multipath capability at the network level with rapid path failover ensures 
high stability despite link failures at the physical layer

Control: Path-awareness for end hosts enables application-specific path control and 
optimization

E.g., possibility for traffic geofencing determined by the sender

Protection: Hidden paths and sender-based path selection increase protection against 
DDoS attacks.

Performance: SCION applications can select the best paths based on latency, 
bandwidth, loss, or jitter.



Deployment Challenge: Dependency Loops

▪ Disruptive technology: potential risk for incumbents

▪ Several circular dependencies complicate deployment
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The Swiss Interbanking Clearing system in numbers:

• 321 participants, including 280 banks, 14 insurance companies and 12 securities firms

• 2.9 million transaction representing 178 billion CHF per day

SSFN: Secure Swiss Finance Network

The new secure, reliable, community-based and sovereign network announced in July 

2021:

Logos are illustrative

Secure Swiss Finance Network (SSFN)
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SCION Production Network

▪ Not an overlay!

BGP-free global communication

• Fault independent from BGP protocol

▪ Deployment with international ISPs

• First global public secure communication 

network

▪ Construction of SCION network backbone at 

select locations to bootstrap adoption
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Secure Swiss Healthcare Network (SSHN)
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The HIN Trust Circle (HIN Vertrauensraum):
• Interconnecting hundreds of hospitals and tens of thousands of doctors

• Healthcare is highly dependent on communication between multiple parties

• Connectivity could be life-saving
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https://twitter.com/BAG_OFSP_UFSP/photo


Anapaya GATE Approach Against DDoS
Seamless secure SCION for remote users
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Growing SCION Ecosystem

Startups

ISPs Users



Virtuous Cycle: Proposal to Reach Escape Velocity

▪ Observation: adoption fuels more adoption

Increased

Traffic

Increased

ISP

Deployment

Increased

Application

Support

Increased

Number of

Users

Supported



Research and Education Network:

Priming the Virtuous Cycle

▪ With the initial SCION research and education network, around 

1/4 million users now have native SCION connectivity

▪ Initial institutions: BRIDGES/GMU/Internet2, CityU HK, 

Demokritos, ETH, GEANT, KAUST, KISTI, Korea University, 

NUS, OvGU Magdeburg, Princeton, SEC, SIDN, SWITCH, 

UFMS, U of Virginia, WACREN, …

▪ Applications with 4% user base at Universities will see 10’000 

users with native SCION access

▪ Once applications deploy, traffic increases, setting the cycle in 

motion …



SCION Research and Education Network



Simplify Native SCION Usage

▪ Bootstrapper infrastructure provides SCION configuration 
information to local applications, avoiding user 
configuration

▪ End host software facilitates building of native SCION 
applications

• Simplest way is to use JPAN library with Java

• Several SCION libraries for Golang

• Many projects offering SCION support, listed on the 
“Awesome SCION” page: 
https://github.com/scionproto/awesome-scion



Testing SCION Connectivity

▪ https://scion-architecture.net/apps/



Examples on how to use SCION

▪ https://scion-architecture.net/apps/



SCION Ping and Path Fetcher

▪ scion ping 71-2:0:5c,127.0.0.1

▪ scion showpaths 71-2:0:5c



Packet Inspector

▪ https://scionpacketinspector.netsec.ethz.ch



Sending a Packet to Packet Inspector
▪ git clone https://github.com/netsec-

ethz/scion-java-packet-example

▪ cd scion-java-packet-example

▪ mvn clean package -Pcreate-executable-example

▪ java -jar target/scion-packet-example-0.1.4-

SNAPSHOT-executable.jar

▪ To change the message in the body of the packet, you can 
adjust the message in this file: scion-java-packet-
example/src/main/java/org/scion/demo/ScionPacketExample.ja
va



SCION Integration

▪ Collaboration with Brave browser team to build native SCION 

communication into browser

▪ Without OS support, SCION-enabled browser can directly fetch 

web pages over the SCION network if host is within SCION-

enabled network

▪ Compelling advantages

• Download speed optimization

• Specific optimizations possible: low carbon footprint paths, 

low delay, high bandwidth, low jitter, low loss, …

▪ 60M enabled devices would help spur SCION adoption



Demo
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Dancing Gazelle: Is SCION Working?

▪ http://gazelle.scionapps.com



Next-generation Debugging: Debuglet

Debuglet enables running small pieces of code on servers 

distributed across the Internet



Debuglet Uses Sui Blockchain

▪ Debuglet code 

executions are paid with 

Sui, prevents DoS and 

incentivizes setup of 

Debuglet servers

▪ Sui smart contracts can 

be used to achieve 

verifiable execution



Applications

▪ Hercules file transfer app greatly improves performance

• Leverages full path control and enables multipathing over SCION

• Avoids head-of-line blocking in TCP-based solutions

• Improved congestion control and acknowledgment scheme

• Efficient implementation bypassing OS network stack

• Gartner et al., Hercules: High-Speed Bulk-Transfer over SCION, 

IFIP Networking 2023

▪ LightningFilter

• Enables strong source authentication of every data packet 

• Supports high-speed transmission rates

• Avoids high cost of traditional IP firewalls



Virtuous Cycle: Reaching Escape Velocity

Necessary ingredients

▪ ISP: setup of client 
bootstrapping infrastructure

▪ Easy-to-use application 
libraries

• Happy eyeballs:
IPv4 / IPv6 / SCION

• MPQUIC: 
IPv4 / IPv6 / SCION

▪ Applications that start using 
SCION next to IPv4/IPv6
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Conclusion

▪ SCION can provide an 

advantage over IPv4 / IPv6: 

availability, latency, bw …

▪ Competition fuels adoption

▪ Virtuous cycle will bring 

SCION to reach escape 

velocity and enable a secure 

global Internet before the end 

of this decade
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