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ABSTRACT

Systems using capabilities to provide preferential service to se-
lected flows have been proposed as a defense against large-scale
network denial-of-service attacks. While these systems offer strong
protection for established network flows, the Denial-of-Capability
(DoC) attack, which prevents new capability-setup packets from
reaching the destination, limits the value of these systems.
Portcullis mitigates DoC attacks by allocating scarce link band-

width for connection establishment packets based on per-computation
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The Denial-of-Capability Attack and Defenses.  Current pro-
posals for capability-based systems treat prioritized traffic (i.e., pack-
ets with a valid capability) preferentially over non-prioritized traf-
fic. However, capability-based systems still suffer from a criti-
cal weakness: they cannot protect the initial capability request,
because that request is sent unprotected as non-prioritized traffic.
An attacker can flood the capability-setup channel, thus prevent-
ing a legitimate sender from establishing a new capability-protected
channel. This attack, referred to as Denial-of-Capability (DoC) by
Argyraki and Cheriton [4], is the Achilles heel of current capability



Why Internet DDoS Defense is Still Hard

RPKI

No per-packet
source address validation
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Inter-AS coordination hard Incremental Deployment  No path transparency



Example Solutions in Today’s Internet
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ABSTRACT

Volumetric attacks, which overwhelm the bandwidth of a
destination, are amongst the most common DDoS attacks
today. One practical approach to addressing these attacks is
to redirect all destination traffic (e.g., via DNS or BGP) to
a third-party, DDoS-protection-as-a-service provider (e.g.,
CloudFlare) that is well provisioned and equipped with fil-
tering mechanisms to remove attack traffic before passing
the remaining benign traffic to the destination. An alterna-
tive approach is based on the concept of network capabili-
ties, whereby source sending rates are determined by receiver
consent, in the form of capabilities enforced by the network.
While both third-party scrubbing services and network ca-
pabilities can be effective at reducing unwanted traffic at
an overwhelmed destination, DDoS-protection-as-a-service
solutions outsource all of the scheduling decisions (e.g., fair-
ness, priority and attack identification) to the provider, while
capability-based solutions require extensive modifications to
existing infrastructure to operate. In this paper we intro-
duce MiddlePolice, which seeks to marry the deployability of
DDoS-protection-as-a-service solutions with the destination-
based control of network capability systems. We show that
by allowing feedback from the destination to the provider,
MiddlePolice can effectively enforce destination-chasen poli-
cies, while requiring no deplovment from unrelated parties.

One common solution to this problem is the use of DDoS-
protection-as-a-service providers, such as CloudFlare. These
providers massively over-provision data centers for peak at-
tack traffic loads and then share this capacity across many
customers as needed. When under attack, victims use DNS
or BGP to redirect traffic to the provider rather than their
own networks. The DDoS-protection-as-a-service provider
applies a variety of techniques to scrub this traffic, sepa-
rating malicious from benign, and then re-injects only the
benign traffic back into the network to be carried to the vie-
tim. Such methods are appealing, as they require no modi-
fication to the existing network infrastructure and can scale
to handle very large attacks. However, these cloud-based
systems use proprietary attack detection algorithms and fil-
tering which limit the ability of customers to prioritize traffic
kinds or choose preferred scheduling policies. Further, exist-
ing cloud-based systems assume that all traffic to the victim
will be routed first to their infrastructure, an assumption
that can be violated by a clever attacker [39,48].

A second approach to solving volumetric DDoS attacks is
network capability-based solutions [9,12,13,35,42,43,51,52].
Such systems require a source to receive explicit permission
before being allowed to contact the destination. Such ca-
pabilities are enforced by the network infrastructure itself
(i.e.. ronters) and capabilities ranee from givine the victim
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Works on the Internet = Works in SCION
\ Path types accommodate

in-network crypto &
source AS authentication
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Stopping Reflection: Path Reversal

O]

(E)\ =
Attacker Target
192.0.2.1 UDP Packet 198.51.1.4

src IP: 198.51.1.4 (spoofed)
dest IP: 203.0.113.32

s
=y

Reflector
203.0.113.32

Large response packet
sent to victim

ASG's

entry

ASD's
entry

AS A's
entry

{

Path Segments:

AS G ASH's{' AS H Asu's{, ASH
entry entry
HF o Lo e ) 8L
ASD | AsGs/ ASG | ASF
HF Gpa entry HFyg. | ASFs | HFwrc
Peer: E entry || PeerE
HFepA |__HFerc
AS A AsCs || ASC
HFpa- entry HFeg.
Forwarding Path:

L wr | wF2 | wes | HFos | HFopa | HF.go | HFug | HFye | HFwr | HFwgc | HFrg |

Figure 5.9: An example of a path traversing core ASes.



Avoiding DDoS Traffic with Path Migration

» Path migration
— Built on SCION’s path dissemination and path validators

.
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Internet Home
Critical office
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SCION Features Enable Reservations

Trust roots

— Established by ISDs, removes need for global root of trust
Per-packet, per-hop Source Authentication (EPIC or SPAQO)
— Built on DRKey, allows first packet to be authenticated

In-network reservations with guaranteed bandwidth (COLIBRI)
— Built on source AS authentication, duplicate suppression, large flow detection

Provides fairness guarantees even against Crossfire-style attacks

/\ 7\
w—x  —x (0]

N
AS A B AS C AS D



Who Gets Reservations?

* Two Approaches to DDoS:
— Identify the attackers, remove their traffic
— Some fairness notion

« SCION tools for source AS and user identity allow network to enforce many different
fairness notions

—e.g., COLIBRI per-source-AS fairness

Core
@ i\ Destination

Source




SCION Features Enable In-Network Fairness Notions

* Per-packet, per-nop Source Authentication (EPIC or SPAO)
— Built on DRKey, allows first packet to be authenticated

 Allows for in-network per-packet enforcement of arbitrary fairness notions
—e.g., LightningFilter
—e.g., GMA and DoCile

AS A AS B AS C AS D

KA,B! KA, Cs KA,D KA,B KA, C KA, D



« Hidden paths available in production SCION

In Today’s SCION

 DRKey, COLIBRI and EPIC available in SCIONLab

AS A

A A
Epycqm

Critical
Infrastructure

r—?—|
QD

Data center

7~ \ 7\

8] —0 —

Government

AS B

Hidden Paths

Home
office

= Standard SCION link
= Hidden path link

AS C

>

COLIBRI

AS D

Key Request,

DRKey ™

Key Request,
{KA"B}KB
{Ke-a}ka

{Ke-alka

AS B

Key Request,
{Ke-clke

AS C

EPIC Level 2

= Goal: line-speed source authentic
= Approach: include DRKey Kx-yH in

ation for every packet on every router
hop field MAC

« Ky = MAC(TS | IgIF || EGIF || ExpT || S;_1)

Hop field MAC: MAC (T I H(P)Il len(P) [l Kyy)

For host e in AS E, traversing AS X

= Router in AS X can efficiently derive Kx-e:e (2 AES operations)
= Host e needs to fetch one key per AS traversed from local certificate server

= Result: efficient per-packet per-hop
(5 AES op)

source authentication!



Conclusions

« Anything that works on the Internet works in SCION
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« SCION has a suite of protocols, built on uniquely-SCION features, that defend against

DDoS, but cannot be used on the Internet Iib
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