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Status Quo: Insecurity in Internet Routing

1. Border Gateway Protocol (BGP) is
vulnerable to routing attacks.

2. Routing attacks can have critical
consequences for Internet applications
(e.g.,domain validation, crypto-currencies)



Digital Certificates are a root of trust for
online communications (TLS/HTTPS)

& google.com

Safari is using an encrypted connection to www.google.com.

Encryption with a digital certificate keeps information private as it's sent to or from the
https website www.google.com.
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Issued by: GTS CA1C3

Expires: Monday, December 11, 2023 at 3:25:13 AM Eastern Standard Time
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How to get a digital certificate?
Domain Validation Protocol

Server at

5. HTTP GET example.com/verify.htm| €Xample.com
>

6. Valid HTTP response
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Compromising Domain Validation via BGP
Hijack Attacks (USENIX 2018)

Server at

5. HTTP GET example.com/verify.html example.com
>

6. HTTP response
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Attacker can launch BGP Hijack attacks to intercept
HTTP verification request and spoof HTTP response
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Attacker can thus obtain digital certificates



Results from real (ethical) attacks

All CAs are vulnerable: core foundations of Internet

Let’s GoDaddy Comodo Symantec GlobalSign
Encrypt
Time to 35 seconds | <2 min <2 min <2 min <2 min
issue

encryption are at risk due to BGP Dynamics
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*At time of experiments Symantec was still a trusted CA




Countermeasure: Domain Validation via
Multiple Vantage Points (USENIX 21)

countermeasures at the Let’s Encrypt ENEary
CA, Google Trust Services, and

ked portion

Certificate
Authority

e Only sign
certificate if
antage

Impact: Our technology is supporting e
over 350 million websites with 2 gree

billion+ certificates since 2020



Multi-VA significantly increases resilience of
Let’s Encrypt against routing attacks (USENIX 23)

1.0 1 P —-— single VP

~0_9 f— multivVA

% attackers that can hijack half of domains
Without multiVA: ~50%
With muI_tiVA: ~10%
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Resilience: proportion of attackers that could NOT gain certificate
for a domain using routing attacks



Challenge: How to guarantee that an
attacker cannot hijack all vantage points?

| own 2.2.2.0/24

AS containing
example.com \

Multiple Vantage
Points Hijacked

Adversary
obtains

Digital Certificate
| own 2.2.2.0/25

Adversary

More-specific
BGP Attack



Insight: Leveraging Secure
Backbones (e.g., SCION)

SCION-enabled ISPs offer
improved routing security
for the service

\
| Challenge:
SCION fundamentally deployment of
eliminates threat of Adversary SCION is limited
routing attacks ~ : el ,&’
-
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BGP/IP Legacy clients cannot access
the service securely

Client B

Question: Can we leverage SCION to enhance the
security benefits of Multi-VA domain Validation?



Leverage SCION to secure Multi-VA
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Discover SCION-enabled domain:
DNS, etc.
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Vulnerable Vantage Point

Bootstrap secure vantage points:
Native SCION,
SCION to IP Gateway, ...

Adversary

Combining Multi-VA and SCION provides cryptographic
assurance for Domain Validation



Leverage SCION to secure Multi-VA

SCION

> 0

\ Secure Vantage Point

Not in SCION

exampile.com

:.: ~~~--—-———” X
: SCION could help optimize routing to
@% ensure non-SCION porting of routing
N is less vulnerable to hijacking

Certificate ..,

Authority '

Vulnerable Vantage Point

(Birge-Lee et al., USENIX Security 22)

Adversary

Multi-VA + SCION could also improve security for
domain validation on Non-SCION hosts



Benefits of securing MultiVA with SCION

Cryptographic assurance for domain validation

Incrementally deployable

Potential performance/energy benefits offered by
SCION



