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The Internet
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Internet Users in the World
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The Web
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“A complex system that works is invariably found to have evolved from a
simple system that worked. The inverse proposition also appears to be true:
A complex system designed from scratch never works and cannot be made to

work. You have to start over, beginning with a working simple system.”
Source: “John Gall’s law” from “Systematics: How Systems Really Work and How They Fail” - 1975
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It all started with ...

Subject: [mobility] proposal for inter NREN roaming
From: Klaas Wierenga <Klaas.Wierenga@surfnet.nl>
Date: Thu, 30 May 2002 12:46:43 +0200

To: mobility@terena.nl

Dear all,

As promised at the mobility workshop a proposal for an inter-NREN wireless LAN
roaming test. Based on some investigation we have done in the Netherlands we
propose to experiment with the 802.1x standard as that seems the most likely
candidate for inter-NREN roaming since it gets a lot of industry attention and
scales relatively easy.

I'm looking forward to hear your comments or better ideas.

Cheers,

Klaas

http://www.terena.org/activities/tf-mobility/start-of-eduroam.pdf



http://www.terena.org/activities/tf-mobility/start-of-eduroam.pdf
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Cross-domain 802.1X with VLAN assignment

Secure EAP tunnel

Supplicant

RADIUS server

University B

Authenticator =) RADIUS server -
(AP or switch) < University A

Guest
piet@university_b.nl

Employee Guest
VLAN VLAN Central RADIUS
Proxy server
— signalling

data

2003
=

Standardized: 802.1X
Secure: EAP, vLAN

Scalable: RADIUS

Alternatives:
Web: insecure
VPN: not scalable
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The European NREN Community
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The global nren community
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eduroam-r-us




“Without trust we don’t truly collaborate; we merely

coordinate or, at best, cooperate. It is trust that
transforms a group of people into a team.”

Stephen Covey
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2012
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can securely access the Internet while away from their home institution.
— () A celebration of eduroam’s ten-year anniversary took place during the 2012 TERENA Networking
i ) Conference (TNC2012), with special recognition for the role of Klaas Wierenga who had the original .
3 - idea for eduroam while employed at SURFnet, the Dutch National Research and Education Network
§ f (NREN) organisation. The anniversary is 30 May 2012. I n
Secure roaming access




eduroam RFC

Independent Submission K. Wierenga
Request for Comments: 7593 Cisco Systems
Category: Informational S. Winter
ISSN: 2070-1721 RESTENA

T. Wolniewicz
Nicolaus Copernicus University
September 2015

The eduroam Architecture for Network Roaming
Abstract

This document describes the architecture of the eduroam service for
federated (wireless) network access in academia. The combination of
IEEE 802.1X, the Extensible Authentication Protocol (EAP), and RADIUS
that is used in eduroam provides a secure, scalable, and deployable
service for roaming network access. The successful deployment of
eduroam over the last decade in the educational sector may serve as
an example for other sectors, hence this document. In particular,
the initial architectural choices and selection of standards are
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Happy 1,000,000,000th' eduroam > Happy 1,000,000,000th!

eduroam celebrates one billion roaming authentications — helping create a global village for research
and education.

It's not often you celebrate a billionth “birthday” so to be able to celebrate two at the same time must be pretty rare. On 17 May 2016, eduroam clocked up two amazing
milestones - registering both one billion roaming authentications (either in-country or international) since the beginning of the year and the one billionth international
authentication (when users are connecting from outside their home country) since the service was launched.

eduroam - an international success story

Since its launch on 1 September 2008 as a GEANT service, the aim of eduroam has been to help the research and education
community collaborate both nationally and internationally. From its early beginnings with a handful of European universities, the
service has grown to cover over 70 countries and tens of thousands of wifi hotspots on every continent around the globe. Now
researchers can travel to each other’s university and can instantly and securely connect to eduroam without the need for guest

identities, sharing passwords or insecure webpage logins.

What is most amazing about eduroam is its seamless and virtually invisible operation - truly the mark of a successful service. Put

simply, it just works!

eduroam stands as an example of the success of international collaboration. Experts from around the world have all contributed time, effort and expertise to ensure that

research and education can benefit from advanced technology.
To all those people who have worked (and continue to work) on making eduroam the success it is we thank you.
Read some of the stories from the originators and developers who have made eduroam what it is.

= Stefan Winter

= Klaas Wierenga
= Miroslav Milinovic
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eagauroam Number of International 10% annual 401 M (Jan-Dec 2021)
o Authentications per year increase 1,019 M (Jan-Dec 2022)
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eduroam

Linking students to the global community

106

Countries

9500+

Institutions

36,000+

Service
Locations

: Internet Hall >1 billion
of Fame 2019 international
Klaas Wierenga authN in 2019

eduroam.org @eduroam
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Lessons learned

 Start simple, complicate only when
necessary

Do 1 thing, and do that well!

Build a community of trust

Standardise
Get lucky!
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Do 1 thing well
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Build a (global!) community
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Standardise

draft-dekater-panrg-scion-overview-04

PANRG C. de Kater
Internet-Draft N. Rustignoli
Intended status: Informational SCION Association
Expires: 10 March 2024 A. Perrig

ETH Zuerich
7 September 2023

SCION Overview
draft-dekater-panrg-scion-overview-04

Abstract

The Internet has been successful beyond even the most optimistic
expectations and is intertwined with many aspects of our society.
But although the world-wide communication system guarantees global
reachability, the Internet has not primarily been built with security
and high availability in mind. The next-generation inter-network
architecture SCION (Scalability, Control, and Isolation On Next-
generation networks) aims to address these issues. SCION was
explicitly designed from the outset to offer security and
availability by default. The architecture provides route control,
failure isolation, and trust information for end-to-end
communication. It also enables multi-path routing between hosts.

This document discusses the motivations behind the SCION architecture
and gives a high-level overview of its fundamental components,
including its authentication model and the setup of the control- and 24

data plane. A more detailed analysis of relationships and
denendenciec hetween comnonente i1ic availahle in



Get “lucky”
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cryptocurrency services.

BGP routing security incidents in the wild

BGP routing incidents can be problematic for a range of reasons. In some cases, they simply disrupt
the flow of legitimate internet traffic while in others, they can result in the misdirection of

communications, posing a security risk from interception or manipulation. Routing incidents occur
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Correlation =/= causation
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