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Benefits of a SCION Connection

Security: Authenticated control plane and resilience against path hijacks

Stability: Native multipath capability at the network level with rapid path
failover ensures high stability despite link failures at the physical layer
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Control: Path-awareness for end hosts enables application-specific path
control and optimization

Oy

E.g., possibility for traffic geofencing determined by the sender

.-i- Protection: Hidden paths and sender-based path selection increase
BRA protection against DDoS attacks.

f“7 Performance: SCION applications can select the best paths based on latency,
A bandwidth, loss, or jitter
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Exciting Development

= |f the local network supports SCION, then any
application on any device can use native SCION

connectivity

= S0 everyone here in this room is one application update
away from using SCION on their device!

= Goal: by next SCION Day, many participants’ devices
will have applications that can natively use SCION
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Deployment Challenges

= Disruptive technologies often face adoption challenges
= Several circular dependencies complicate deployment

d“depends on” i Standardizatk{ |

T

V support W Demand
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Main Use Case: Communication among Community

Single SCION connection offers secure
communication to any other entity on
SCION network

= High availability, secure against DDoS and
routing attacks

+ Geofencing

= High efficiency through path optimization

4 Fast failover

# Easy to extend to new use cases

+ Low cost

=) Initial setup requires effort

=) Training required for network admins
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Takeaway:
Single SCION connection approximates
a leased line to all SCION destinations
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SCION Production Network

= Not an overlay!

BGP-free global communication FREE(
* Fault independent from BGP protocol
= Deployment with international ISPs /A anarava  cyberiink
* First global public secure —
communication network Bt & telindus
= Construction of SCION network
backbone at select locations to SWITCH Q agpo
bootstrap adoption swisscom

swissix .. @Lcut DViX

Sunrise GEANT

ETH:zurich




GATE Approach for Secure Small-Site Communication
Seamless secure SCION for remote users

W= SCION Link

Home
/\ High-risk P Link
3 user E—
g ¢ Sensitive
@ data
SCION Last —1
Mile ISP _—

ISEIONt Secure E
nterne DC QE
Home

/\ High-risk

user I

¢ L o Sensitive

‘7@ data Geofencing & Path Control
SCION Last

) protect home user data

elss from adversaries

ETHziirich SGION [£}




Ecosystem nurtured by SCION Association
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SCION Access for Universities and Research Institutes

= Connect universities and research institutes with SCION
= Participate in research on emerging topics of
path-aware networking and multipath communication
* True inter-domain multipath

« Software packages and setup instructions are provided for
different platforms to enable use of SCION native application

= SCION IP Gateway (SIG) enables use of regular IP applications

« Using SCION for users not involved
In network research is no harder
than using regular Internet services
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Academia as Early Adopters Build Critical Mass!

= Many large Universities with 10’000+ hosts: possibility to get to a 1
million hosts with access to native SCION connectivity

= National Research and Education Networks (NREN) and Universities
embrace innovation

= Compelling use cases
* Next-generation Internet research infrastructure
* DDoS defense
* Security-sensitive data transmission
* Next-generation web browsing
* High-speed Hercules file transfer and LightningFilter firewall
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Global SCION Education Network

Main networks providing connectivity: GEANT, Kreonet, SWITCH

© R&E: deployed
® R&E: interest
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SCION @ GEANT

,(—><7 Internal services info My Services Ne Bratislava - Slovakia (SANET) “le communication
GEANT » Brazil - RedCLARA

Brussels - Belgium (Belnet)

% . Bucharest - Romania (RoEduNet)
Request a GEANT Plus circysudapest - Hungary (NIIF)
CANARIE - Canada

This form is to request a point to point GEANT Plus
Copenhagen - Denmark (NORDUnet)

¢ Please complete one request form for each ¢ Cyprus (CYNET) on as possible in
advance. Missing information can also be su| Dublin - Ireland (HEAnet)
2 ESNET - US
e PoP and NREN A must be a GEANT NREN bu . As such, when an

Frankfurt - Germany (DFN)

GEANT

GEANT Open Exchange - London

* For any questions or issues, please contact: | GEANT Open Exchange - London

Geneva - SCION Router 2

Geneva - Switzerland (CERN)

Please complete these m{ Geneva - Switzerland (SWITCH)

Hamburg - Germany (DFN)

Internet2 - US -

PoP A (Source) V.

NREN is selected for PoP A, information held must be manually

completed.

NREN

Is PoP B (Destination) a
GEANT NREN?

PoP B (Destination) b

14
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SCION @ Kreonet

DJ: Daejeon / Seoul
HK: Hong Kong

SG: Singapore
AMS: Amsterdam

] ‘ CHG: Chicago
ens1f1 ens1f0 STL: Seattle

Netherlight fe80::2:0:3e:1304 fe80::2:0:3e:1303

SCION@KAMS KREONET  [SCION@KCHG

GEANT / “
—— 71-2:0:3e 71-2:0:3f
eno5.1304
fe80:51e5:14 P T
SCION@FRA1 4@

eno5.1306 N KISTI@QCHG | SCION@KSTL

71-2:0:40
Edge AS

SCION@KDJ

KISTI@QAMS

fe80:51e5:16 GEAN @QAMS
eno5.1303

fe80:51e5:13 . \ enp4s0f1 enp4s0f0o
] fe80::2:0:3d:1306 fe80::2:0:3d:1305
SCION@PAR1 — KISTI@DJ KISTI@STL

eno5.1305 NN
fe80::51e5:15 GEANT@LO SCION@KHK

SingAREN 71-2:0:3¢

ISTI@SG
KISTI@HK
SOE-1 SOE-2
LEGEND

Circuit 1: VLAN 1303 PAR to KISTIQAMS
Circuit 2: VLAN 1304 FRA to KISTIQAMS
Circuit 3: VLAN 1305 PAR to KISTI@QSG
Circuit 4: VLAN 1306 FRA to KISTI@SG
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SCION @ SWITCH

~ SWITCHIan SCION Access

More security, reliability and control: SWITCHlan SCION access provides the
best conditions for ensuring that your data is only transferred to the parts of
theinternetthatyouwantittoreach.

The secure internetarchitecture of the next generation High degree of reliability
digitalisation requires secure networks
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SCION-based Science DMZ

Improving performance and authentication of large data flows

SCION (Scalability, Control, and Isolation On Next-Generation Networks) is a future internet
architecture already available today to Swiss higher education institutions. A SCION connection
combines the security, reliability and control of private networks with the flexibility of the public
internet. The technology was developed at the Swiss Federal Institute of Technology (ETH) in Zurich.
SWITCH has been supporting SCION’s development at ETH Zurich since 2015.
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Cyber-Defence Campus Connections

= Armasuisse has Cyber-Defence (CYD) campuses in Lausanne,
Thun, and Zurich

e All campuses are now connected through the SCION
network, including CCDCOE NATO campus in Tallinn

= CYD researchers are studying vulnerabilities and defenses for
critical infrastructures

= SCION is now an active research project

T LYD
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= Co
SC

@ brave SCION

laboration with Brave browser team to build native
ON communication into browser

= Wit

nout OS support, SCION-enabled browser can

directly fetch web pages over the SCION network if host
is within SCION-enabled network

= Compelling advantages
* Download speed optimization

» Specific optimizations possible: low carbon footprint
paths, low delay, high bandwidth, low jitter, low loss,

= 60M enabled devices would help spur SCION adoption
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@ brave Demo

@ Chrome File Edit View History Bookmarks Profiles Tab Window Help == [ Wed04:38 Q
L M Extensions
C & Chrome | chror

® Extensions D eAkiAr s

Load unpacked Pack extension Update

£} My extensions

(3 Keyboard shortcuts

SCION Browser Extension 1.0 Google Docs Offline 1.66.0
Build an Extension! =di e and view your documents,
spreadsheets and presentations - all without

Discover more extensions

P  and themes on the Chrome
Web Store | ffifhmaplmnhipbmg hbkmigfcg

DEE Remove Errors -‘& DEET S Remove
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Conclusion

= SCION production network is expanding

AND RESEARCH INSTITUTES
BRINGING THE NEXT-GENERATION INTERNET

= Ambitious goal: Provide 1M hosts e
access to native SCION connectivity T
through global education network

= Native SCION applications emerging
* Possibility to use SCION after app update

= More information:
https://sciera.readthedocs.io/
https://cloud.inf.ethz.ch/s/NRi3Za6pEd8Wyfy
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